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The Executive Director

Australian Law Reform Commission

GPO Box 3708

SYDNEY NSW 2001

E-mail: privacy@alrc.gov.au 
Dear 
REVIEW OF THE PRIVACY ACT 1988
The Finance Sector Union of Australia (FSU) welcomes the opportunity to contribute to the consultation process for the review of the Privacy Act.
FSU has a strong interest in the issue of ‘off-shoring’ where finance sector services and personal data are transferred
 to overseas locations, consequently our submission will primarily focus on the review questions that are relevant to these scenarios.
The FSU and other unions have actively voiced concerns regarding off-shoring of personal data and called for greater transparency and protection in relation to this practice.
 Research undertaken by the FSU
 has shown that consumers overwhelmingly support the principle that their data should not be transferred or accessed overseas without their written permission. There was also strong support for a legislative regime that would require financial institutions to disclose whether they store customer information overseas.
We acknowledge that the Privacy Act may apply to some instances where data is transferred ‘off-shore’, however we believe that this protection may be of little practical use for the average consumer to obtain redress if a breach occurs in a foreign country. Stolen data can be exploited within minutes, however legal remedies may take months even when the breach occurred locally – the process of pursuing privacy breaches through the courts when foreign parties are involved is only likely to significantly protract any proceedings.
We advocate that consumers are entitled to know their data is being transferred or accessed off-shore before it takes place rather than finding out after the event when a breach may have already taken place.
Our responses to questions 4-1, 13-2 and 13-4 are detailed below.
4. Examination of the Privacy Principles

4–1 Are the obligations imposed on organisations at the time of collection of personal information adequate and appropriate? For example, should an organisation also be required to make an individual aware of (a) the types of people, bodies or agencies to whom the organisation usually discloses information of that kind; (b) the various avenues of complaint available; and (c) the source of the information, where it has not been collected directly from the individual?

We would advocate that NPP 1.3 be amended so that consumers are notified that their data may be transferred or accessed off-shore. This could be achieved by an additional provision at the end of NPP 1.3 along the lines of: 

1.3 At or before the time (or, if that is not practicable, as soon as practicable after) an organisation collects personal information about an individual from the individual, the organisation must take reasonable steps to ensure that the individual is aware of:

(a) the identity of the organisation and how to contact it; and

(b) the fact that he or she is able to gain access to the information; and

(c) the purposes for which the information is collected; and

(d) the organisations (or the types of organisations) to which the organisation usually discloses information of that kind; and

(e) any law that requires the particular information to be collected; and

(f) the main consequences (if any) for the individual if all or part of the information is not provided.

INSERT - (g) the fact that the information will be transferred to someone in a foreign country, and the legal basis on which it will be transferred. 
This would ensure that consumers are aware at the beginning of a contract or relationship with a financial institution that their data may be transferred or accessed offshore rather than finding out after the event or never at all. 
Our suggestion that the legal basis of any transfer also be disclosed is premised on the fact that there are currently a number of ways that the transfer can be legally undertaken that do not involve seeking the consumers consent or even informing them that the transfer has taken place.
Ideally we believe that companies should be required to seek express permission before any transfer takes place (see comments on question 13-4), however in the absence of such a requirement we believe that consumers deserve to know what legal obligations the company has met to justify the transfer.
13. Transborder Data Protection

13–1 Does NPP 9 provide adequate and appropriate protection for personal information transferred from Australia to a foreign country? Does the relationship between NPP 2 (disclosure of personal information) and NPP 9 (international transfer of personal information) need to be clarified?

We agree with the comments expressed in paragraphs 13.16 through to 13.24 of the discussion paper. The concepts of reasonable belief and reasonable steps are ambiguous and potentially quite weak tests when dealing with sensitive personal data. It is also quite shocking to consider that an organisation can potentially remove itself from any subsequent liability simply by getting a legal opinion (paragraphs 13.12 & 13.19). This would appear to remove due process or natural justice for the consumer who will ultimately be impacted by any privacy breach that takes place.
13–4 Should organisations be required to inform individuals that their personal information is to be transferred outside Australia? If so, what form should such notification take?

We would welcome a legislative requirement to inform individuals that their personal information is to be transferred or accessed outside Australia, however we would actually advocate that consumers should be required to give express consent before their personal information is transferred or accessed outside of Australia.

We accept that Australia is part of a global economy and that transferring data can bring benefits to consumers; however this must be undertaken in a transparent manner. The principle of relevant disclosure to ensure consumers can make informed choices is fundamental to the concept of effective and efficient markets. 

A logical comparison for disclosing data transfers is labelling laws for various products where companies must state the ‘country of origin’ so that consumers can make an informed decision before entering into a transaction. In this scenario a consumer is considering the purchase of a product and can simply choose to buy or not to buy. However, if a consumer is simply being informed that their data is being transferred off-shore then they do not really have an opportunity to choose and therefore exert market pressure. Consequently we believe that consumers should be empowered by allowing them to actively choose whether their data is sent off-shore. 

Many travellers have benefited from being able to access their Australian bank accounts from overseas ATMs, however this is vastly different to the situation where a consumer’s details are transferred or accessed overseas for administration purposes. When a consumer uses an ATM overseas they effectively consent to their data being temporarily accessed in that jurisdiction; the data does not continue to be processed there and the access only takes place if the consumer is also present.

If you have any questions in relation to this submission please contact our National Communication and Policy Manager, Rod Masson, on (03) 9261 5330.
Yours sincerely
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Leon Carter
Acting National Secretary
15 January 2007
� A number of banks have recently argued that personal data is not actually being transferred off-shore but is only being ‘accessed’ off-shore while being stored in Australia. The FSU does not accept this argument and believes that if data is being accessed in an overseas jurisdiction then it has effectively been transferred there. Consequently our use of the term transfer includes these ‘accessing’ scenarios.


� Off-shoring: A joint policy paper by:


Finance Sector Union of Australia


Australian Services Union


Communications, Electrical and Plumbing Union (Communications Division)


Community and Public Sector Union


June 2006


� Attitudes to Offshore Labour – Report prepared for Services Unions of Australia - May 2006. McNair Ingenuity Research.
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